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Executive Summary  

The 2002 review and update process resulted in several revisions to format, objective and time horizon.  The format is designed to provide guidance to those within the City responsible for planning and leading the implementation of information technology.  The horizon for the first architecture document created in 1992 was set to be 10 years.  While many of the guidelines and recommendations of that first document were generally in line with our experience over the past decade, we have found that the most useful horizon is no more than three years because of the rate of change in the technology arena.  The current Architecture has a more modest horizon with its primary emphasis targeted toward the coming Technology Plan and budget year.  

The recommendations contained in this document are based upon a review of new and current technologies, their industry-wide acceptance, and the applicability of industry-wide standards.  The maturity and viability of security capabilities and processes associated with various technology areas were influencing factors throughout these recommendations.  In such an austere budget climate, optimization of current systems and technologies needs to be emphasized. 

Summarized here are the major recommendations that should be considered by departments in the fiscal year 2002-03 to 2003-04 timeframe.  

The recommendations herein are based upon a vision of the future, but the emphasis is on helping planners and implementers select technology that will be stable, reliable, extensible, maintainable, and highly cost-effective in the near-term future. 

Process Followed

The 2000 Architecture Plan was the starting point for this update.  The 2000 Vision document provided a very comprehensive foundation.  The basic steps leading to this document included:

1. Technology elements were grouped into domains that represent functional areas of responsibility.  A detailed discussion of each domain and its status follows the recommendations for the coming years.

2. The City’s published IT Business Strategies were reviewed.  These are attached as Appendix A.  The IT Business Strategies describe how resources should be arrayed to achieve objectives.  The overarching IT strategy is summarized in the any-any-any-any model (any authorized individual accessing any information from any location using any device).  A corollary of the any-any-any-any is that the right data should be available at the right place at the right time.  Common technology architecture allows this strategy to be realized.  

3. The published IT Principles were reviewed.  These are provided as Appendix B.  The IT principles are focused on balancing the interests of the City as a whole, the City Departments, and, most importantly, the interests of the Citizens.  Common data best serves the Citizens and allows economies at the City level.  Managing citywide technologies centrally (for instance, Notes, SAP, and PeopleSoft) provides better service, more accurate data, and lowers overall costs.  Common processes are also best handled centrally.  Open system architectures, which are vendor-neutral, also give the City advantages in initial procurement through broader competition and in support and maintenance because staff skills can be leveraged.  Citizens are served best when business needs drive technology selection and when our technology investments are supported with the appropriate number of trained staff.  Fewer, well-supported, and maintained systems serve our Citizens better than many, poorly supported and under-maintained systems.  Limiting the variety of system, database, and application types by using standards helps the City maintain technical support expertise.

4. The 2000 Architecture Plan itemized various technologies into four categories titled: Do Now, Implement Sparingly, Wait and See, and Avoid.  The technologies listed in the four categories were reviewed, and their placement in the matrix was updated.  New technologies, along with technologies not mature enough for inclusion in 2000, were assessed, and the four categories were updated.  A discussion of the key technologies and their categories is found on pages 7 through 13 of this document.  The updated technology implementation category matrix is shown in Appendix C.

5. Appendix D provides a set of recommendations related to the IT environment existing within the City today.  These recommendations are designed to assist the City’s technology stewards in optimizing the use of current IT investments to obtain increased value and benefit without substantial investment.

6. Interviews were conducted with the IT staff in each specific technology area, before preparing a draft.  Discussions at LAN Administrator’s and IT Contact Meetings were used to obtain feedback and suggestions from department IT technical staff on the technology areas addressed.  The final draft document was then sent to departments for a detail review.

Goals of the 2002 Information Technology Architecture 

1. Emphasize IT initiatives that can be accomplished during this period of constrained funding.

2. Provide recommendations for optimization of existing IT assets.

3. Provide a clear, concise, and useful tool for guiding selection of technologies to support department and Enterprise business initiatives.

4. Provide a foundation that will lead to IT Standards for selection of technology-related hardware and applications software.  

5. Provide improvements to customer service, methods of doing business, and to reductions in the cost of implementing and maintaining business systems. 

6. Provide a guide for selection of technology tools that will be interoperable, extensible, and “state-of-the-future” wherever implemented throughout the City.

7. Provide a tool that is useful as a guideline in supporting preparation of annual departmental Technology Plans.
How to use the Architecture

This document is most valuable when changes are being planned.  During the planning process for new applications, new services, or when replacement of aging and/or unreliable technology is being considered, the guidelines herein should be used to review proposed solutions.  This document is structured in terms of technology domains such as data, applications, networks, infrastructure, and security, et al.  To the extent possible, all of the technology areas included in a change should be reviewed during the planning process.  Assistance in this review is available from ITD and may be valuable as a final assurance before beginning a development or procurement process.

Benefits from the use of the Architecture

Following the recommendations in this document will benefit the City by ensuring that: 

· New technology solutions will be interoperable with current and future citywide business applications, 

· Decision making for new ventures will be expedited,  

· Opportunities to leverage existing data stores will be maximized, and  

· Following the technology guidelines also leverages the growing technology base within the City in terms of skills, maintenance, personnel assignment, and our ability to negotiate more favorable contract terms with technology and service vendors.

Encourage the use of the IT Architecture 

The constant and high rate of change of technology mandates a continuous process for updating the architecture.  Without such a process, the architecture can quickly become outdated, opportunities to take advantage of new technologies can be missed, and subsequent updates will be episodic, expensive, and disruptive to the organization.  Architecture planning must continue with development of an “Enterprise Architecture” comprised of this high-level IT Architecture, and supplemented with detailed architecture plans for each of the domains.  Architecture guidelines will then provide a technical foundation toward successful preparation of Department Technology Plans.

Recommendations 

The following sections list recommendations for IT planners as they develop the annual Departmental IT plans and for project planners as they convert the plans to specific IT projects.  In each section, the recommendations are organized by Domain.

Seek cost-effective means of implementing the following technologies at the earliest opportunity:

Applications

a. Browser Access to Business Applications.  The benefits of using the City Standard Web browser as the desktop computer’s solution for application and information access include: elimination of desktop computer business system clients, reduction of desktop computer problems caused by application and database clients that interfere with each other, ease of updating existing and “rolling out” new business application software, reduced training requirements for support staff, and the ability to access any business application from any location without special considerations.  Implementation of the City Standard browser as a business application front-end should be considered as a goal, but can only be accomplished in those instances where application functionality and security features are fully supported.

b. Web Enablement.  Access to business applications via a Web interface may generate significant advantages to the customers of the applications.  Advantages include ease of access and the potential for the user to access multiple applications through a single portal site on the Internet and/or Intranet.  Additionally, back-end processes may be able to provide the customer with composite data from multiple business applications via a single Web page entry point.  Web enablement can use tools that are invisible to the user that pre/post-process requests, gathering data from one or multiple legacy, client-server, or n-tier systems, compiling the data into a meaningful format for the user, and presenting the result via a Web page format.  Additional benefits accrue from extending the effective life span of disparate systems with middleware that displays these systems to the customer in a simple, easy-to-use, common format, even when the individual systems were not designed in that manner. 

c. E-commerce.  Otherwise referred to as e-business, or e-government.  This effort began almost four years ago in the City.  Future improvements and enhancements to the City’s ability to do business with customers, whether they be other government agencies, businesses, or private citizens, will include on-line: bill paying, information dissemination, access to geographical and geo-demographical information, improved agency-to-agency cooperation, etc.  Future endeavors will likely extend the current business-to-customer model, as well as increasing emphasis on the benefits to be gained from increased use of the business-to-business model.
d. Electronic Mail.  Additional value may be obtained from the existing investment in the Lotus Notes e-mail system in the future.  It is recognized that these procedures and capabilities cannot viably be undertaken until the entire City has transitioned to Lotus Notes, but future considerations should include:  implementing some degree of Notes’ universal messaging capabilities to integrate telephone voice messaging with the Notes e-mail system, using Notes as a paging and notification engine, etc.  Notes’ e-mail functionality can be expanded by adding e-mail source filtering to reduce or eliminate “spam” and other undesirable messages.

e. Move to an N-tiered Application Architecture.  The Information Technology Department, and in some cases individual departments, currently support multiple unique technical environments designed specifically for individual business application systems.  Migration to an n-tiered architecture will result in business applications being supported on environments that are technically similar, if not identical.  This will result in reduced operations support costs because technicians will not be limited to learning and supporting diverse technologies of a proprietary nature.
1. The cost of integrating and supporting proprietary (single-vendor) solutions is disproportionately excessive because of the requirement for support technicians to maintain unique skill sets.  The cost of individual proprietary systems will remain unnecessarily high until such time that they can be replaced with an open systems interoperable architecture.  There are also proprietary solutions hosted on mid-range systems that have the same proprietary drawbacks.  There should be a clear citywide understanding that, when these systems reach the end of their effectively supportable lifespan, they are replaced with systems that adhere to City Standards of interoperability and open system design architecture.  Subsequent systems that are open systems compatible will afford the opportunity for hardware replacement without adverse impact to the application software and vice versa.  A good example of system replacement following these criteria is the new Enterprise e-mail system currently being implemented.

2. N-tier applications of the future will provide choice in hardware support platforms and database management systems.  This will afford the opportunity to increase competition during procurement and for lifecycle hardware maintenance.  Additionally, many n-tier implementations will not require specific desktop computer client software because the application may often be accessed via a City Standard browser at the workstation level.  Application servers will act as intermediary processors, offloading unique requirements from the desktop, as well as sharing workload previously performed by massive system host computers.  This will reduce the support requirement within the operating departments and eliminate the excessive man-hour cost of “touching” every desktop during software version upgrades.

f. Packaged Applications.  Custom (local) programming for business applications results in the City carrying the full cost burden of development and maintenance for a business system.  Although a custom application can be built to exactly reflect the desires of its designers, the cost is high.  Packaged applications offer the City the opportunity to share development and maintenance costs with the entire customer base of the vendor.  Although no packaged application will be a 100% fit, a packaged application may often be found that closely meets the City’s needs in most cases.  Some changes to the way of conducting business and the user screens (i.e., application “look and feel”) offered by the application may need to be made.  However, as long as the packaged application meets business needs, a one-time change to user procedures is easily accommodated.  A one-time change will often result in achieving long-term cost benefits offered by packaged applications.

g. Supplement Business Applications with Geographical Information System (GIS) displays of data.  Use GIS concepts, where appropriate, to enhance the presentation of information to citizens and internal customers using GIS concepts in business applications.  The City’s GIS environment continues to expand and improve its capabilities, ease of access, the usefulness of its data, and ready integration with conventional business applications.  Displaying business information in its geographic context increases the value of the business data and provides the City and Citizen user additional analytic insight.  Business data in its geographic context also speeds understanding of the business information, thus increasing its value.  There are also many ways to use GIS technology to supplement tabular data with spatial data, even in situations where mapped results are not required.

h. Imaging.  The City should implement imaging solutions to reduce the amount of paper reports and copies of documents being circulated and stored.  A second use of imaging is to create electronic copies of documents, such as permits, licenses, and signed authorizations, that can be associated to, or stored with, traditional business application database information.  This capability will permit electronic storage and retrieval of the entire volume of information associated with business transactions.  The imaged documents can also be independently indexed for ready search and retrieval.  Data is often retained on-line solely to prepare reports.  Third, imaging can be used to generate and store reports of historical, or no longer changing, data.  The data can then be archived to an off-line storage medium, increasing the efficiency of production databases and reducing on-line disk storage requirements.  Imaging systems may be implemented to support specific departmental or localized business systems, or at the Enterprise level.  Enterprise level imaging solutions are already offered by the City Clerk Department.  Expansion of that system to meet future needs may provide economies of scale and other cost saving benefits while satisfying department needs.

Data

Minimize Redundant Data Stores.  When practical and where feasible, the City should initiate Data Management projects to identify duplicate data stored among disparate systems citywide.  Current database technology can be used to key data in one database so that associated data in another database is available for reporting and logical viewing of complete data sets.  Eliminating redundant stores of data will provide advantage to efforts to ensure data integrity within the Enterprise.  Duplicate data is presently entered, updated, changed, and deleted within multiple departments, and different personnel perform these tasks at varying times.  Eliminating multiple stores of the same data will greatly reduce the likelihood of data being out of synchronization between multiple business systems because they will draw upon the same sources instead of independent stores that require individual maintenance efforts.  There may be sound business reasons for data duplication, such as improved reporting performance.  However, data duplication should be carefully planned with consideration of data synchronization issues.

Network and Telecommunications

a. Gigabit Ethernet Backbone.  The City’s current ATM network backbone has sufficient available bandwidth for the present, but continuous growth demands arise from additional users and larger, busier applications and databases.  Additionally, future demands will likely come from convergence, Voice over IP, increased GIS usage, Web applications, video applications, etc.  Industry acceptance of IEEE standards-based Gigabit Ethernet has provided a much more cost-effective solution with higher bandwidth rates than ATM, and resulted in reduced vendor support for ATM.  The City should migrate its Enterprise network to Switched Gigabit Ethernet for its backbone and move toward Switched 100 Megabit Ethernet to the desktop for all new installations and as existing equipment is replaced.

b. Virtual Private Networking (VPN).  Continue the use of secure VPN for all remote network access.  Elimination of non-secure access is essential to help protect the City’s data and business processes from intrusion.  In particular, elimination of external access to the Enterprise network via analog dial-up connections should be expedited. 

c. External Network Access Via Single Enterprise Firewall.  In our age of increased security threats to our electronic technology environments, it is increasingly important to harden security measures.  One of the primary security issues facing the City as an Enterprise is the legacy of independent departmental and divisional networks.  Now combined into the Enterprise network, many of the independent network external connections (to individuals and residences, business, and other government agencies) remain.  The City has an Enterprise Firewall environment that is very effective in protecting City data and business applications.  However, entry and exit points within the Enterprise network that do not use the Enterprise firewall retain the threat potential the firewall was designed to protect against.  All entry points to the Enterprise network must be through the Enterprise firewall.

d. Enterprise-wide Network Directory Services.  The City should implement a common Enterprise-wide network directory services system.  The system should be based upon a single NOS while supporting all authorized server operating systems, including UNIX (both HP/UX and Solaris), Windows 2000/NT, LINUX (to accommodate potential future acceptance of LINUX as a standard), and NetWare.  The Enterprise Directory System must permit user authentication to any system or business application through a single login and support the Lightweight Directory Access Protocol (LDAP).  Supporting LDAP will permit leveraging a central directory system to authenticate remote users via the Internet, support e-commerce business solutions, and enhance system maintenance efforts.

Server and Infrastructure

a. Network Server Consolidation.  The City’s present network server environment is a carry-over from the Network Operating System (NOS) technology of ten years ago.  Current NOS capabilities readily and cost-effectively support far more users per server.  They also support clustering servers for fault-tolerance resulting in increased reliability and system availability.  The City should consider consolidating its present environment of approximately 125 department and division level servers into clusters of servers managed at the Enterprise level.  With true fault-tolerance and updated NOS technology, the departments would retain full administrative capabilities, while the City benefits from reduced infrastructure costs.

b. Storage Area Networks (SAN).  The City should leverage the advantages of SAN technology in its future disk storage acquisitions.  Storage Area Networking technology is standards based and offers many cost savings and economy of scale benefits while satisfying on-line disk storage requirements.  For example, the current Enterprise network’s 125 NetWare servers have a combined storage capacity in excess of four terabytes, with almost one-half presently unused.  However, approximately 38 individual servers have insufficient available disk storage capacity to meet present demands.  Migrating from server-attached, thus dedicated to that single server, storage to SANs can facilitate allocation of available storage resources to other servers.  SANs also provide other benefits, including:  storage expansion without requiring downtime on individual servers, redundancy of storage so failed disk drives can be replaced without impacting on-line system availability, addition or replacement of servers independent of their disk storage environments, disk storage acquisitions in bulk to effect cost savings, etc.  SAN technology can be used to locate disk mirrors in diverse geographic locations.  Disk mirroring in some form is required on all Enterprise servers so that a disk failure does not result in lost data.  Locating the mirror copies of a server’s assigned disk drives in a different physical location leverages the mirrored disk to also provide disaster recovery capability.  

Security

a. Enhance Enterprise Network Security.  The following items should be done at the earliest opportunity to better safeguard the City’s business systems and data assets.

1. Route all connections to external networks through the Enterprise firewall.  This includes connections to remote City sites, external agencies, private enterprises, and employee connections to at-home computers.  All entry and exit to the Enterprise network must be through a single Enterprise firewall to provide the optimum opportunity to ensure the safety of the Enterprise.

2. Implement Virtual Private Networking (VPN) with the highest sustainable level of encryption for all connections to external networks.

3. Ensure that City Standard virus detection and protection software is installed on every City server and end-user computer.

4. Implement automated warning systems to alert the Information Technology Department (ITD) Security Manager of security violations on the Enterprise network.

5. Implement intrusion detection systems that provide automated warning or alert messages to the ITD Security Manager when an attempt is made to access the Enterprise network without authorization.

6. Implement investigative capability (i.e. sufficient support technician staffing) to analyze the City’s preparedness to protect against potential security violations and intrusions based upon warnings issued by Federal, state, or other agencies.  Additionally, staffing must be sufficient to perform thorough post-situation analysis of actual security violations.

7. Expand centralized virus protection capability of the IT department to include management of the virus protection services on every file, application, and database server in the City.  This function requires specialized training and experience that is far more cost-effectively centralized in the IT Department instead of replicating responsibilities within individual departments.

8. Implement a program that ensures that users who depart City employment are removed from all City business systems and network systems authorized access lists on the day the change becomes effective.  Similarly, employees who change roles should have their authorizations to business systems reviewed and updated at the time of the change.

9. Network security must be improved, expanded, and enhanced.  Network security must be improved citywide, including, but not limited to: restricting external access (both who accesses the network and how the network is entered) to the City network to only necessary levels, encrypting all remote network accesses, increasing the complexity of passwords, requiring frequent password changes, incorporating intrusion detection systems, monitoring the firewall for access attempts, ensuring that virus protection is being used consistently, preventing access to unauthorized sites on the Internet, etc.

10. Consideration should also be given to implementation of more extensive e-mail protection capabilities, including, but not limited to, source filtering and encryption.

b. Continuous Review of Security Measures.  The City must immediately implement an ongoing process of monitoring its data and network security measures.  This program must be conducted by the ITD Enterprise Security Team and consist of two elements.  First, the Security Team must make random attempts to break into the Enterprise network, thus validating the strength and completeness of in-place security measures.  Second, the ITD Security Team must implement a Security Awareness Program citywide.  This program must increase employee awareness of both risks and responsibilities.  Although this program should target all employees, employees with Local Area Network (LAN) administration responsibilities must achieve a greater degree of awareness so they can adequately fulfill a security awareness liaison role within their departments.

Management

a. Systems Management.  Increase the use of automated systems management tools.  Valuable technician time can be used more effectively if routine periodic system performance checks are automated with systems that produce alarms and/or notifications when specified thresholds are reached.  Automated tools can also perform routine system tasks that are presently done manually.  Systems Management tools can monitor network infrastructure, database and application servers, and even the performance of business applications themselves.  Often these tools can provide sufficient advance warning of upcoming problems to facilitate correction before users are impacted.

b. Enterprise-wide Change Control.  Extending Change Control and Configuration Management processes to include all departments is increasingly important as technology expands and changes.  Enterprise-wide participation in the Change control process will ensure citywide awareness of impending changes, providing technical support staff with specific awareness that may help problem resolution efforts if problems arise.  Additionally, Enterprise-wide participation will ensure that changes are not scheduled in conflict with departmental evolutions.

c. Server Storage of Business Data.  The disaster of September 11, 2001 caused many businesses to fail or recover very slowly because of an inability to restore essential data that was stored on individual desktop computers.  Business data should always be stored in a user directory on a network file server.  Once this climate is established, a disaster resulting in loss of one or more individual desktop computers can be weathered without long-term loss of critical business data.  The protection comes from the fact that network file server data is backed up daily and, in most cases, duplicate backup copies are stored off-site for additional protection.  

d. Disaster Recovery (DR) Plans for All Business Systems.  The City must reevaluate its Disaster Recovery capabilities and requirements.  Existing DR capacity is based upon old definitions of critical business systems and permits only limited functionality of those Enterprise Business Systems identified.  Again, September 11, 2001’s disaster proved that most business DR plans overlook the requirement to be able to recover and continue operations of an entire business.  Additionally, many DR plans, including the City’s, are designed to support emergency operations for only a short duration.  The City must develop an updated DR plan that ensures that every aspect of conducting City business can be recovered and sustained in the event of a disaster.

Implement Sparingly.

The following technologies may not be appropriate for Enterprise-wide adoption because of security weakness, lack of industry-wide standards, questionable cost-effectiveness, or similar reasons.  However, they may be beneficial for City use in specific point solutions.

Applications

a. Custom (local) Programming.  Custom (local) programming to build a complete application may be warranted for small solutions, required in specific business situations where there is not a viable packaged application available, or when a commercially available package fails to meet City needs to a sufficient extent.  However, custom programmed applications result in the City carrying the entire programming and maintenance cost instead of sharing it with a vendor’s installed customer base.  In addition, custom applications may limit the City’s ability to maintain hardware and software currency when the custom application cannot be readily upgraded or changed.  Custom applications also tend to force retention of large (often mid-range or mainframe) systems, the ongoing cost of which cannot be shared with other applications.  Where custom programming is determined to be the most viable solution, common programming standards and procedures should be followed.  This item does not refer to modifications or additions to packaged applications.  A “fit-gap” analysis of a packaged application will often show areas that need to be enhanced to meet unique City requirements.  These will typically be addressed using standard programming techniques, but following vendor guidelines and leveraging “user exits” to ensure that the packaged application is not internally modified resulting in maintenance and upgrade problems.

b. Proprietary application clients on desktop computers.  Although new business applications should be acquired with a requirement for access via a Web browser, this solution may not be available in all instances.  While proprietary front-end or desktop clients may be necessary, the City should strive to eliminate proprietary business software system front-end clients on user computers.  This will greatly reduce trouble calls because of installation and/or software conflict problems on desktop computers.  Additionally, application upgrades and new application installations can be completed without a requirement to install unique software on hundreds, or thousands, of desktop computers.  Using a Web browser to access SAP, for example, would eliminate the requirement to maintain approximately 2,000 desktop computers with the proprietary SAPGUI client software across every City Department.  Accordingly, when a new version of SAP becomes available, its implementation would not require these desktop computers to receive upgraded client software since they would only require a City Standard Web browser to access the application.

c. Video Conferencing.  Video conferencing technology has improved significantly in recent years, particularly in the area of compression that reduces the network capacity required.  Implementation may have significant business advantages in situations where travel for business with other government agencies is not warranted.  Central video conferencing suites that can be shared broadly, rather than departmental implementations, are often more effective.  These installations typically require a specially prepared room with several cameras and several monitors.  Such an installation also requires a dedicated meeting facilitator/equipment operator for best results.  There is one such implementation in the City Manager’s office at this time.  Personal video conferencing is available to anyone with an adequate Internet connection and a $100 camera and microphone on their desktop or laptop computer.  While generally available, their effectiveness in business situations has not been high.  In between these extremes are a number of conferencing solutions such as those provided by Polycom or PictureTel.  These typically provide higher quality video and audio and have an “entry” price of several thousand dollars per location.

d. Streaming Video.  Video streaming technology can generate cost savings in limited situations.  Implementations that distribute training and employee orientation information to users at convenient times are good examples of the cost-effective use of this technology.  When used, care must be taken to assess network bandwidth utilization requirements and available capacity before implementation.

Data

a. Data Warehouses.  Data warehouse solutions may provide business advantage in providing various report information to citizens and staff by offloading the reporting requirement to a secondary server instead of the primary transaction server.  However, implementation costs must be carefully weighed against the cost of accessing business systems directly.  There are costs for duplicate database servers and software licenses, plus the burden of maintaining more systems and ensuring that the data warehouse is updated with primary database data on a regular basis.

b. Object Oriented Databases.  Although once considered the “wave of the future,” object oriented databases have not made significant inroads on the installed base of traditional relational database management systems, such as Oracle or Informix.  Use within the City should be limited to business needs that cannot be satisfied through traditional means for the near future.  Waiting until this technology matures and gains greater industry acceptance is wise for other reasons too.  There is significant energy being expended by the major Relational Database Management System (RDBMS) vendors to combine object-oriented features with their current RDBMS technology.  A prime example is in the GIS arena.  Therefore, future releases may include the best features of both database technologies.

Networking and Telecommunications

a. Wireless Data Networking.  Competing standards, lack of proven and industry standards-based security and encryption solutions, potential for disruption of RF signals by local interference, and the vulnerability to intrusion make wireless data networking a risky venture for an environment as large and complex as the City’s.  Wireless point-to-point solutions, such as infrared, microwave, and/or laser may be viable solutions for connecting Enterprise data network segments where hard-wired connections are not cost-effective.  Similarly, use of these technologies may be a valuable short-term solution while hard-wired network sections that are damaged are repaired.  It is recognized that there may be limited instances where business advantage may warrant use of wireless (RF) data networking, but these implementations must adhere to City security standards, including the use of VPN, and ensure entry to the City network via the Enterprise firewall.  Additionally, implementation should be based upon a strong business need with measurable ROI, along with a demonstrable security solution to prevent intrusion to the City network from unauthorized sources.

b. Connections to External Networks.  All connections to the Enterprise network, whether to remote users, other agencies, or the corporate entities, must be made through the City’s primary network firewall.  This is particularly important in wireless data networking solutions.  Security issues and the risk of intrusion and/or attack to City business data mandates that external network connections should be minimized, and approved in advance by the CIO.

End User

a. Mobile Computing.  Unless there is a particular business need that can only be met through mobile solutions, the higher per-unit cost of mobile computing implementation does not make sound business sense.  PDAs or handheld devices may provide business advantages for mobile users by providing the ability to upload and download e-mail and calendar information.  The use of PDAs and handheld devices to access business applications is addressed in the next section.

b. Personal Printers.  Desktop computing once required users to have a printer attached to their computer.  Networking technology permits groups of users to share printers easily and greatly reduces the City’s printing costs.  The City should continue to reduce the number of individual printers and increase shared printing solutions.

Management

a. Proprietary hardware.  The City should avoid selecting application systems solutions that require a particular, or singular, hardware suite or vendor.  These systems are not cost-effective and generally result in higher support costs because support staff must maintain expertise on unique systems.  The CIO must approve all proprietary hardware solutions.

b. Desktop Storage of Business Data.  One of the greatest lessons learned though the tragedy of September 11, 2001 was that business, even those with sound disaster recovery plans, cannot adequately replace lost business data that is stored on local desktop computers.  Users within the City must store business data on file servers that are backed up daily so that loss of desktop systems does not result in loss of non-recoverable business data.

Closely observe the following technologies for future opportunities to implement:

These technologies are presently inappropriate for adoption within the City because of one or more of the following reasons:  immaturity of the technology, lack of industry-wide acceptance, lack of agreed-upon standards governing their design and construction, conflicting standards proposals from multiple consortia of competing developers, inability to provide a Return On Investment (ROI) because they are in the earliest stages of development or release, incomplete or unavailable security solutions, or inability for the City to adequately support because of resource limitations.

Networking and Telecommunications

a. Voice Over IP (VoIP).  Although VoIP has been implemented in a limited number of commercial environments of similar size to the City, it has not yet been widely accepted.  The technology may offer certain advantages to the City in establishment of a new remote office setting by leveraging a single communication link to the Enterprise network.  Otherwise, it does not offer improvements in reliability or speed of telephone service, does not offer a cost reduction in user handset devices, and does not offer a business advantage by its implementation. 

b. Convergence of Voice, Video, and Data Networks.  Although the concept of convergence is technically sound, its acceptance and implementation is still limited within major business environments.  Standards are continuously being enhanced, and there are few models from which to derive Return on Investment (ROI) estimates.  This technology, as it matures, may have significant future value to the City.

Servers and Infrastructure

a. Next Generation Web Servers.  There is significant controversy in this field amongst supporters of various products, including those from Sun, Microsoft, Netscape, and others.  For instance, there is a strong divergence of opinion regarding the relative merits of Microsoft’s IIS and Sun’s (formerly Netscape’s) iPlanet (recently renamed to Sun ONE).  There are competing standards being developed, and there is a division within major industry segments over which groups’ proposed standards will prevail.  Similar to Linux (see below), many Web solutions are using the Apache Web server.  It is free, but it is open source code and there is no vendor responsibility for the product’s integrity and standards compliance.  The City should avoid making significant investments in this area other than as necessary to support essential customer services on-line.  Waiting until industry-wide standards are agreed upon and finalized will prevent building a dependence upon a product set that may not have long-term viability. 

b. LINUX.  The Linux Operating System (OS) is growing in popularity because it can be used on multiple platforms, including UNIX (HP and Sun platforms that are City Standards), Intel, and some mainframe manufacturer mid-range and large systems.  In most cases, Linux is a less expensive OS than UNIX or NT.  Performance benchmarks are typically as good as the traditional OSs.  Unfortunately, Linux is an “open source code” OS.  This means that the OS varies between sources and that it can be changed by the end-user.  I.e., it is not a standard OS owned, licensed, and maintained from a single source.  Although an application vendor may port a business application to Linux, it may function differently under different versions of Linux.  A small business, or one that operates a limited number of applications supporting a single venture may benefit from the cost-savings associated with Linux, but the City, with its large, extremely complex, and very diverse environment may experience compatibility issues.  Until a single vendor assumes global responsibility for Linux, all proposed Linux application projects must be submitted to the CIO for review and approval.

End User

a. PDA/Handheld Applications On-line.  Although Personal Digital Assistants (PDA) are currently recognized as a City Standard, the predominance of current use is to carry phone lists and downloaded calendar appointments and e-mail messages.  Periodic synchronization with the user’s desktop permits refreshing the calendar and e-mail data.  Use of PDA or other handheld devices to access City business applications on-line poses several problems for which there is not a clean solution at this time.  Among the issues are security of the wireless data network connection using RF technology, cost of individual commercial carrier and/or Internet Service Provider (ISP) connections to the Internet as required for each mobile device, and the relative immaturity of business application optimization for displaying available information in the limited screen available in a PDA-type device.  Maturity of business applications with a display redesign to make their display of information meaningful on the small PDA interface is underway by several large application vendors and will continue.  Industry-wide efforts continue on the various issues regarding wireless network security and encryption standards.  The City must avoid early adoption of on-line application access until true business needs are proven and this entire market area matures.  

Avoid Implementing the following technologies:  

Since use of each of the following technology solutions is highly discouraged, these are being grouped under the Management Domain.  Before any consideration of new implementations using these technologies, the full City waiver process must be followed.  It is highly encouraged that informal discussions with the CIO take place before the waiver initiation to determine if viable alternatives using recommended technologies can be used to solve a business problem.  Inclusion in this category does not mean that a current City solution using one of these technologies must be abandoned.  It does mean, however, that a solution using these technologies should be evaluated before upgrade or major modification to determine if replacement is the preferred course of action for the City to pursue.

a. Do not use Proprietary Hardware.

b. Do not use network data communications Protocols other than TCP/IP.  The Transmission Control Protocol/Internet Protocol (TCP/IP) has become the universally supported data communications protocol that is supported by current industry-wide standards.  Virtually all hardware and software vendors support TCP/IP.  No new business solutions should be implemented within the City that use data communications protocols other than TCP/IP.

c. Do not use Non-standard Desktop Applications.  Software installed on City desktop computer systems should be limited to those products that are necessary to support the conduct of business.  Desktop computer support is a huge effort citywide.  There are presently almost 100 applications supporting Enterprise and departmental business needs.  The number of non-business-related desktop applications must be minimized.  Encountering a unique desktop computer software configuration on virtually every system in the City hampers technicians performing desktop support.  Desktop computer applications should be limited to those necessary for the conduct of City business and, to the maximum extent possible, all desktop computers should be configured identically.  The result will be an environment that is supportable by fewer resources, one in which new business applications can be centrally distributed with great effectiveness, and one that permits any employee to be productive from virtually any desktop computer. 

d. Do not perform programming in 2nd or 3rd Generation Languages.  Although custom (local) programming is to be avoided, in those cases where a unique business problem justifies local programming, it should be done using the latest programming techniques and language technology.  High-level programming languages available today allow rapid development and deployment opportunities, ready incorporation of a Web interface, improved self-documenting capabilities, etc.  Avoiding use of old programming language technology will reduce the City’s ongoing support, enhancement, and maintenance costs because obsolete skill sets will not have to be maintained by City technicians.

e. Do not install Multiple Voice and Data Trunk connections to remote sites if shared infrastructure is feasible and cost-effective.  Although convergence of voice and data is still an emerging reality that is not fully implemented industry-wide, it can be useful when the City is setting up a new geographic location.  Current procedures require a separate voice or telephone trunk line connection and a separate data communication solution for each site.  Installing a single form of connectivity that is capable of supporting both voice and data communication requirements can contribute to more cost-effective implementations.  Consideration should also be given at the point of carrier contract renewal to combining voice and data communications in all instances where cost savings are generated.

Current State Discussion by Domain

The following section is an overview of the current state of IT within the domains selected for this architecture.

Application Domain

The City’s current business application environment includes both packaged software and custom programmed (local) systems.  These systems support a wide variety of City business activity.  The City’s business system environment has followed the industry during recent years, moving away from legacy mainframe and proprietary solutions to open system solutions based upon client-server and n-tier construction concepts.

Enterprise applications such as SAP, PeopleSoft, Lotus (for messaging), and GIS provide common, comprehensive services in the areas of financial records, inventory tracking, maintenance management, human resource support, office information systems, and spatially based information.  Work continues to allow these systems to be integrated with other departmental level applications so that common data is used to the maximum extent possible.  These should always be investigated for applicability either as sources of data or to determine if the needed business logic is already in place in another department or area.

Typically, purchased systems are used to support larger, more complex, or “generic” business needs common throughout the business community.  Custom programmed (local) applications are used where commercially available products do not meet the City’s business needs, or when the application is sufficiently small to make in-house programming the more appropriate decision.  Each business application selected should benefit the organization by improving customer (citizen) service or by improving employee productivity, and, in most instances, should have a positive Return On Investment (ROI).  Depending upon the size and complexity of the application, IT planners and implementers within the City should give first consideration to purchased or packaged applications and create applications through local programming only if absolutely necessary.  Lack of available packaged (commercial) applications to meet a City need is the determining factor in making the decision to develop custom programmed applications.

A packaged application benefits from the developers existing customer base and an existing support process.  Training is available, and individuals with experience with the application are in the job market.  Development and support costs are shared by multiple businesses.  If it is a custom (local) programmed application, the City bears the full cost of both development and the support.  The City has extensive experience in the purchase of IT applications.  ITD serves as a repository of this experience and is available to assist the Departments in applying the “make/buy” decision criteria and in managing the overall process of purchasing applications.

The ideal application will have the following attributes:

· Meets the functional requirements defined.

· Has a significant user base.

· Offered by a stable vendor with a professional and effective support process.

· The internal architecture is N-Tier (see page 8 for the significance of N-Tier architecture).

· The user interface is browser-based.

· The database follows the City Standards. 

· The network, server, and end-user system requirements are in conformance with City Standards.

· The application meets the security and management requirements outlined in this guide.

The recommended approach to dealing with a misalignment between the functional requirements and the functions supported by the application is to first review the functional requirements to ensure that “wants” are not confused for “needs,” excluding an otherwise useable solution.  Frequently a modest change to existing business processes will alleviate misalignments.

When functional “musts” are not supported by an otherwise attractive application, the recommended approach is to enhance the packaged application by adding supplemental capabilities.  Programming for these should develop modular sub-routines that are accessed through user exits so that unique local features can be added without resorting to a full custom application and without modifying vendor code.  Modified vendor code shifts the maintenance burden from the vendor to the City.

When no packaged application provides a fit to the business requirement, it is recommended that the Department collaborate with ITD to take advantage of the experience gained by the City in the development of custom applications.  Software developers must adhere to the City’s IT Standards in all cases.

The City needs application development tool standards for the many small custom applications that surface in the daily course of business.  Examples of tools used to support application development in the City include HahtSite, Visual Basic, and Borland Delphi.  The IT Department should have staff skilled in these disciplines in order to be prepared to provide assistance to Departments when possible.

Application monitoring tools should be implemented where practical.  These tools can provide metrics that will facilitate program enhancement to improve performance and may identify programming problems before they create negative impact to system users.

Data Domain

The City’s standard databases for major business applications are Oracle and Informix.  The City has also approved SQL Server as a database for smaller business applications.  The IT Department develops and maintains standards for data element identification for many City systems.

Data Architecture is not limited merely to selection of a database management system.  When feasible, the City should begin a review of the data elements contained within its business application databases.  Existing Enterprise databases, such as SAP, PeopleSoft (CHRIS), SSD, and GIS, are ideal starting points, as each provides the primary definition of specific data elements that may be repeated elsewhere.  Once the key elements are identified, these elements should be standardized where City Data Standards do not already exist.  Once all data elements are identified and uniquely defined, a standard data dictionary can be created.  Use of this dictionary will ensure that future database designs are consistent citywide.  It is recognized that implementing this recommendation may not be economically feasible except over the long term.  At such time that a citywide data dictionary is developed, it should become part of the planning process for future projects.  Additionally, existing systems should be modified, as appropriate, to follow City Data Standards.

One goal of a sound Data Architecture program should be to rethink storage of data across the City’s many databases.  Data that is replicated today should be identified and the source of the data determined.  Data should be stored once and referenced by all other applications that require that particular data element.  The point where a data element is stored should be in the database maintained by the area responsible for updating and managing that element.  For example, business address data might be ideally maintained in the SAP database while referenced by other applications such as a Permitting or Licensing system.  Each application would be referencing the most current data because it will only be stored in one location that is kept current by a single responsible department.  A good example of a system developed by departments working cooperatively to reduce data redundancy is the Phoenix Youth and Education System (PEYS).

Another goal of a sound Data Architecture and management program is consideration of data privacy as well as compliance with open records laws.  There may be sound business reasons for some data to be less than readily accessible to customers while other data is made more openly available.  A sound privacy program will assess data availability and protection at all times.

Network and Telecom Domain

Network

The goal of a Network Architecture is to ensure that the City’s data communications environment is reliable, scalable, robust, and can sustain the present mix of business applications, while supporting growth without degradation of service.  Design, installation, upgrade, maintenance, expansion, and related support of the City’s network environment are the central responsibility of the IT department.  The City’s data communications network is designed along the lines of traditional collapsed backbone model.  The network backbone is primarily Asynchronous Transmission Mode (ATM) with 155 Megabit (Mb) bandwidth capacities.  Replacement of aging components is being used to migrate the backbone to Gigabit Ethernet.  A bond-funded project will begin in Fiscal Year 2004-5 that will add redundancy through the establishment of alternate connectivity paths to the primary downtown campus business locations.  Key elements to ensuring the long-term viability, reliability, and serviceability of the citywide data communications network include:

· Standards.  The IT department must keep standards current so departments have readily available and accurate guidance for use, modification, and procurement of systems that are used to conduct business on the Enterprise network.

· Bandwidth.  Sufficient bandwidth must be sustained to support continuous increases in demand for network capacity without disruptions or delays to service.  The IT Department is responsible for ensuring that the Enterprise network is consistently maintained at a level of available bandwidth capable of supporting a minimum of eighteen month’s growth in network traffic and additional business systems without degradation of service.

· Redundancy.  Where possible, redundancy must be designed into the Enterprise network to sustain business operations when a component fails or during scheduled maintenance periods.  At a minimum, redundancy should be maintained for the network connections of all Enterprise servers and Storage Area Network (SAN) disk subsystems.  Ideally, diverse paths will be implemented between City business locations when life safety requirements, business needs, or the sheer number of users warrant the alternate path’s installation and maintenance expense.

· Segmentation.  The Enterprise network is segmented to isolate traffic to those areas where it is required.  Keeping traffic on a single segment, where possible, improves overall performance and reliability while reducing impact to response times.

· Critical Component Redundancy.  Essential servers that deliver network services and authenticate network users are selected with the maximum level of component redundancy.  Future efforts will add server clustering to provide additional fault-tolerance so that business services are not disrupted by a hardware failure.

· Switching.  All network connections are switched where possible.  Switching provides dedicated (versus shared) bandwidth for the device, improving performance and reliability.

· Routing.  Extensive routing capabilities are used to support remote locations.  However, in today’s age of increased security, routing capabilities are also used to limit unnecessary access and/or communications between points on the network.

· Firewall.  A single firewall between the City’s internal network and external networks is essential to maintain security.  The firewall system is maintained at the most advanced possible level of capability.  Fault-tolerance through a clustered server implementation is underway in Fiscal Year 2002-3 to ensure maximum availability and serviceability.  Supplemental services to the firewall include site monitoring and filtering, along with virus checking for incoming data communications.

· Monitoring.  Monitoring tools are required to ensure the operational status of the over 500 switches and routers that form the heart of the Enterprise network.  Monitoring will provide IT support technicians with early warning of degraded performance, router or switch software version obsolescence, or other problems before they reach critical level and impact the ability of City employees and citizens to conduct business.

Telecommunications 

The City’s telecommunications environment is extremely complex and far-reaching.  It supports all aspects of Public Safety communications, traditional telephone services to every City facility, and field worker telecommunication needs.  The telecommunications environment is composed of a variety of microwave, broadcast radio, and landline (cabled) solutions.  There is a very high degree of system redundancy in both hardware and diverse physical paths to ensure the reliability and serviceability of these systems.  The City’s microwave network supporting Public Safety communications as well as telephone communications to remote facilities was upgraded extensively in Fiscal Year 2002.  A project to replace all radio communications with services in the 800 Megahertz (MHz) band began in 2000.

Future projects in the telecommunications arena will provide increased functionality as well as reliability.  Features will increase, integration of voice and data (devices, systems, and networks) will continue, and functions will grow.  Security, range, and performance improvements will enhance the potential viability of Smart Phones (wireless), wireless PDA applications, and wireless modems for laptop computers as tools allowing mobile staff to connect via Virtual Private Network (VPN) to the City’s Enterprise Network.  Most important, these connections allow a higher level of security than exists with current wireless solutions.

· The City maintains a set of IT Standards covering virtually all aspects of telecommunication and data cabling infrastructure.  These must be followed in all construction, remodel, and expansion projects within City facilities.

· Much of the City’s plant infrastructure uses network cabling designed to support only 10 Megabit (Mb) bandwidth to the desktop.  Future endeavors will include retrofitting desktop cabling solutions with 100 Mb capability using scalable CAT-5e cabling and connectors.  All new network cabling installations should use CAT-5e, or, eventually, its replacement, CAT-6 cabling.

· Fiber-optic cabling is used to connect buildings within a campus, vertical backbone runs in a building, or multiple campuses using the latest scalable, single-mode fiber, in accordance with City Standards, to ensure that bandwidth demands of the future can be accommodated without replacement of installed fiber infrastructure.  ITD projects continue to assess the viability and cost-effectiveness of using fiber-optic media not presently in use, but available to the City (Dark Fiber), to extend campus-level communications services to additional City sites, while reducing the City’s reliance upon commercial communications services providers.

· Microwave systems, both a SONET ring and point-to-point, are presently used to support many City communication needs, primary of which is the Public Safety communications network.  Route diversity with redundancy should continue to be used where practical.  The City must carefully guard against wasting available spectrum and make efforts to use emerging technology to compress and/or optimize frequency availability.  The City should also make efforts to license additional frequencies where possible.

· The City’s current conventional radio network uses a variety of frequencies.  The project to consolidate radio communications to the 800 MHz band should be continued, and an ongoing effort should be watchful of technology advances that may make its use more efficient.  Additionally, close watch should be maintained on the federal government’s progress in allocating other frequency bands for potential future use of public safety and municipal governments, such as 700 MHz and 4.9 GHz, to meet the City’s constantly growing demands.

· The City’s current circuit-switched PBX-based voice telephone system is proprietary and is already beyond its projected life expectancy.  Efforts must be sustained to ensure its viability until a replacement project is approved.  Additionally, increased use of telephone system features can improve the City’s customer service to citizens and employees.  Examples of features that can add value to voice telephone service include Automatic Call Distribution (ACD) systems, increased availability of voice mail, and Interactive Voice Response (IVR) systems, each of which leverage the capabilities of a telephone system while minimizing intervening personal resources to satisfy customer needs.  Replacement of the current PBX system should be completed within the next 3-5 years to ensure ongoing service reliability, meet emerging department needs for advanced computer telephony integration, and to avoid the increasing cost of maintaining an obsolete environment that uses equipment no longer in production.  

· Future increases in wireless bandwidth capability have the potential to offer a richer environment in which productive work may be done via wireless telephone access.  Third generation (3G) wireless phones have been introduced and should achieve cost-effective pricing points in the 2002-2003 timeframe.  With advances in current wireless technology increasing bandwidth by a factor of 10 or more and 3G phones providing additional efficiency, the user will be able to experience reasonable response anywhere within the wireless system’s coverage.

· Speech recognition is beginning to make inroads to lessen the aggravation normally associated with single digit menus (“press one for . . .”).  It is in the realm of possibility that citizens could have conversations with an automated attendant that would allow connection to the correct department/function (such as Water Customer Services), to a particular role (Librarian) or to a particular person. 

· Text-to-speech and speech-to-text conversions in the future will create a potential for further advances to seamless service and higher individual productivity.  The barriers between email and voice mail will be reduced as this technology matures.

Server and Infrastructure Domain

The City’s’ Enterprise system environment is comprised of one state-of-the-art mainframe, multiple mid-range UNIX and NT systems supporting application and database server needs, Intel-based network servers that provide network authentication, performance monitoring, and file and print services to users citywide, and a mix of UNIX and NT systems supporting Enterprise monitoring, Web hosting, and similar services.  

Enterprise business systems must be reliable above all else.  Business systems are hosted on servers designed with the highest level of redundancy that is cost-effectively achievable.  IT Standards dictate that servers must use specific operating systems and database management systems in order to ensure that technical expertise is readily available within the City.  However, thorough and comprehensive analysis of the intended load to be placed on new systems must be made and care must be taken to ensure that servers are sized to be scalable in order to cost-effectively support growth of systems and numbers of users.

· Servers are designed to be fault-tolerant by using clustering capabilities or ensuring that they are configured with redundant components throughout.  Current procedures are for new acquisitions to require vendors to quote hot-swappable components or server clusters so business disruptions are minimized, even in the event of inevitable component failures.  Enterprise servers are equipped with multiple network connections to different network backbone switches to ensure that business services can be continued should a network component fail.

· The intended use and the location of projected users are carefully analyzed before installing servers hosting business systems.  Servers are located at addressable points on the network where the majority of users can access the server through the fewest number of network routers and subnet transitions, or hops.

· Enterprise servers are physically located in a secure, environmentally controlled location.  In the City of Phoenix, the new IT department Technology Center is the ideal location for most business system servers.  This facility is equipped to be able to logically position a server at any required network segment location while keeping it physically located in a dedicated, purpose-designed facility that has 24x7 staffing, filtered and conditioned power, and redundant cooling capacity, as well as a high level of security.  Departments desiring to eliminate local server rooms and their corresponding environmental requirements can contact the IT Department to discuss the feasibility of such a relocation.

· All Enterprise servers are configured to run the City’s standard virus protection and detection software provided by the IT Department.  Every server is backed up on a daily basis.  Again, the resources of the IT Department ideally support central administration of backup services.  Backup data is stored in a secure, environmentally controlled off-site facility to provide Disaster Recovery protection of the City’s business systems data.

· Servers are maintained at current vendor Operating System (OS) release levels.  There may be instances where a business application requires remaining on an out-dated OS release, but the OS should be upgraded at the earliest opportunity after the application is enhanced to support the newer OS.  OS upgrades are designed to improve performance and reliability and vendor support is often available only for the current OS.

· Server monitoring tools can be used to identify problems before they become severe, provide statistical data that can be used to optimize performance, and to provide advance indications of situations where existing server demand is nearing capacity.

End User Domain

The City has a very well defined process for selection of desktop computer systems.  Currently the desktop standard configuration is certified with approximately 100 applications to assure compatibility.  The IT Department should develop laptop standards and begin certification testing for laptops to ease the burden of their support and increase their reliability in terms of supporting essential City business application systems.  Additionally, standardizing laptop configurations will improve the reliability of establishing remote communications to City services using VPN technology.  PDAs and similar hand-held devices are not currently recommended for use to access business applications.  When standards and security capabilities evolve to support using these capabilities and justified business needs exist, application and system interoperability testing and certification should be initiated.

Minimizing the number and variety of personal software products installed on desktop computers will substantially improve the stability and reduce the maintenance costs for desktop computers citywide.  ITD encourages the Department LAN Administrators to implement policies to reduce user installation of non-standard and non-business related software on City computer systems.

Security Domain

The City is responsible for collecting, maintaining, and securing information systems and data in a complex environment comprised of host systems, applications, databases, protocols, and network system infrastructures, many of which are connected by both public and private networks.  Citizens entrust government institutions with responsibility to protect their public records, investments, resources, and assets.  Business and governmental information systems have faced astonishing increases in the number and complexity of security threats during the past several years.  

An increased awareness of potential risks to the City’s data communication environment and the data resources to which it extends must become a critical element of all technology related efforts.  In light of the disasters of September 11, 2001, it is imperative that security measures be improved, enhanced, and recognized as a critical underpinning of all business processes within the City.  The City’s security posture must be continuously refined and modeled after the best practices and concepts available following guidance from Federal, State, and local agencies, as well as private security consultants and security solution developers.

Potential threats may include theft, vandalism, or malicious activities.  Frequently they take the more insidious form of computer viruses, including Trojan horses, worms, denial of service attacks, or hacker exploits which can seriously compromise system performance, service, and integrity.  Many of today’s complex threats require a “layered response,” i.e. a response comprised of several interdependent institutional practices and technical measures, to neutralize.  The growth in the frequency of threats occurring poses a serious increase to the City’s cost of maintaining its IT environment.

Responding to IT security threats necessitates pro-active response and a significant resource commitment dedicated to addressing security risks before events occur.  The “Code Red” attack during the fall of 2001 is a recent example.  Many networks throughout the world, which companies believed were protected, were damaged so severely that rebuilding was the most effective means of restoring service.  Repeated and more virulent attacks on networks can be expected; and they require the City to increase its vigilance and level of defense against such intrusions.

The Security domain is comprised of a set of recommended policies, standards, processes, and best practices that will effectively and economically protect the City’s IT environment.  The goal is to mitigate security risk and prevent violations while simultaneously maximizing user convenience and productivity.  The City’s IT Security program is designed to enable secure data communications and protect City business systems and data resources.  It is also intended to ensure public access to authorized information while maintaining compliance with legal requirements pertaining to confidentiality, privacy, accessibility, availability, and integrity. 

The City’s IT Security program contains several major elements that help to ensure that the City’s computerized information systems and network are safe and secure.  The attached table summarizes the current state and emerging trends among the best practices in the IT security management arena.  The City’s IT Security program is comprised of the following elements:

· Security Management.  Security management entails the identification of an organization’s information assets and the development, documentation, and implementation of policies, standards, procedures, and guidelines to protect them.  Management tools such as data classification and risk assessment and analysis are used to inventory assets, identify potential threats, and rate system vulnerabilities so that effective controls can be implemented.

· Application and Database Security.  Application security covers the environment in which software is designed and developed, and emphasizes the critical role software plays in providing information security.  Database security addresses the availability, access, and privacy controls protecting public information contained in business system databases.  Primary examples are user authentication and access control processes within the application and its database.

· Platform Security.  Platform security addresses the concepts, principles, structures, and standards used to design, monitor, and secure Operating Systems, equipment, and networks, as well as those controls necessary to ensure appropriate levels of availability, integrity, and confidentiality.

· Operations and Physical Security.  Operations security identifies controls that are necessary to protect hardware and data storage media.  It also defines physical security elements applicable to the operators and administrators with access privileges to IT resources.  Access controls, audits, and monitoring are mechanisms that permit the identification of security events.  Specific procedures dictate the subsequent actions required to initiate applicable protective, restorative, and investigative actions, as well as reporting pertinent information to the appropriate individual, group, or process.  

· Cryptography.  Cryptography addresses the principles, means, and methods of disguising information to ensure its integrity, confidentiality, and authenticity.

· Telecommunications, Network, and Internet Security.  Telecommunications, network, and Internet security pertains to measures that are necessary to ensure availability, integrity, and confidentiality of IT information and resources accessible over network structures via both private and public communications networks and media.

In addition to these major elements of the City’s overall security program, the City’s IT Security program specifies the legal research that may be necessary to support IT security measures and activities.  The program is responsible for ensuring that City management and employees are kept current relative to applicable computer crime laws, regulations, protective measures, and technologies that can be used to investigate computer crime incidents. 

Implementation.  Awareness and practice of sound IT security procedures must be an ongoing and concerted effort by City leadership, management, and employees in order to be truly effective.  Consequently, City departments and the Information Technology Department share tremendous responsibilities for the overall security of the City’s enterprise data communications network and the City’s variety of computerized business systems.

· Department Responsibilities.  Departments are the “front line” defenders of the City’s IT assets.  City departments are responsible for implementing Enterprise and departmental level IT security policies, standards, and procedures.  Multiple levels of security programs, controls, and countermeasures must be implemented to conform to these policies and standards.  Examples include virus protection, desktop computer management and access policies, Internet utilization policies, business system and network account management, computer system maintenance, proper disposal and sanitization of media, and personnel security.  Department IT staff must ensure that all department computer systems are properly configured, following the City’s IT Standards, in order to achieve optimum security protection.  Finally, it is extremely important to make sure that all employees are aware of security requirements.     

· ITD Enterprise Security Management Responsibilities.  The Enterprise Security Management program recommends, develops, and implements citywide IT security policies, standards, and guidelines; recommends security design for the City’s infrastructure and enterprise applications; and performs system risk analysis and testing.  It also assists operating departments in developing security management programs and provides security administration for Enterprise systems, as required.  An essential component of the program is to identify best practices in computer system security, management, and operations and ensure that this information is readily available to City employees.

Status of Security Domain Elements

	Elements
	Current State
	Future Enhancements

	Security Management
	Policies, Standards, and Architecture
	Departmental Security Plans, 

Secure System Design Criteria, 

Penetration Testing, Controls for Availability, Integrity and Confidentiality



	Application and Database Security 
	User-ID, Password
	Secure System Design Criteria, 

E-Commerce Authentication Criteria, 

Multi-Factor Authentication, Proxy Servers, 

Biometrics, Smart Cards, Public Key Certificates, Hardware Tokens



	Platform Security
	Virus Protection, Desktop Policies, 
	Lightweight Directory Services Authentication (LDAP), Host Intrusion Detection Systems



	Operations and Physical Security
	Policies, Standards, Audit, Physical Access Policies
	Monitoring Mechanisms, Separation of Duties, Risk Analysis and Testing, Operational Forensics



	Cryptography
	Remote VPN
	Public Key Infrastructure (PKI), Public Key Certificates



	Telecommunications, Network, and Internet Security
	Firewall, Virtual Private Networks (VPN), Content Filtering
	Extranet Security Criteria Development, Compartmentalization, Point-to-Point VPN, Multi-Factor Authentication, LDAP, Security Protocol Implementation, Network Intrusion Detection Systems




Management Domain

The Management Domain, as used in this document, defines the proper balance between “hard” technologies and the personnel supporting that technology.  Great technology needs a sufficient level of support so that the potential benefits to the City are realized.  The particular IT staffing model chosen by a department should be based upon service outcomes.  Technician staffing necessary to maintain an environment is a critical element frequently overlooked in the acquisition of new technology or the implementation of enhanced services.  Typical department IT technical staffing should include:
LAN Administrator.  This position should be the lead position for desktop and customer technical support within the department.  The LAN Administrator should be qualified in the latest version of the City’s Network Operating System (NOS); Local Area Network concepts including desktop clients; software distribution tools; problem troubleshooting from the LAN to the desktop; support of file, application, and database servers; and providing expert assistance in preparation of annual technology plans and budget requests.

Depending upon the size of the department, additional IT support personnel may include:

· Desktop Computer Support technicians.

· Network Support technicians,

· Application support analysts, including GIS specialists, to administer and maintain departmental business systems,

· Database analysts or data maintenance technicians to administer and maintain departmental database systems, and/or

· Project Management specialists.

LAN Administration staff training:  Effectiveness of the department’s technical staff is directly proportional to their level of training and experience.  It is critical for department LAN Administration technicians to be trained in all NOS, application, and database products being used within the department.

Management Tools.  Using NOS-compatible tools can frequently make the LAN Administration staff more productive and aid in resolving problems before they become critical.  Examples of management tool capabilities that may reduce effort at the department level include:

· Inventory of desktop computers,

· Inventory of desktop computer applications and licenses,

· Desktop computer backup processes,

· Indication of file or application/database server utilization and tuning efficiency, and

· Capability for support technicians to remotely control a user’s desktop computer for problem troubleshooting and/or training scenarios.

It is vital for the productivity of the users, and for providing excellent service to the citizens, that each application has knowledgeable, trained, and available support.  Technology Plan projects and their budgets must include not only acquisition costs, but also the costs of sustaining maintenance, training, and enhancement.  Standards for the type and level of support generally required are available from ITD.  Options for obtaining support include internal hires, internal agreements with other City Departments (such as ITD or City Clerk, depending upon the application), or contracts with external organizations.  In all cases, the budgets should be built on specific service levels aligned with the strategic role of the application or service in question.

Appendix A - BUSINESS STRATEGIES

The following business strategies have been identified as primary objectives in the deployment of IT in the City of Phoenix.  The unifying principle throughout is the Any-Any-Any-Any model, which supports “any” authorized individual accessing “any” information from “any” location using “any” device.  

· Provide easy access to services and information.  Electronic access to services and information from the home or office, 24 hours a day, for all types of enhanced service delivery.  Simple user interfaces can make finding and using the information quick and easy using a wide array of end user devices.

· Provide the right information at the right time.  Integrated, consistent, and accurate information enhances service delivery and decision-making.  

· Establish a fully connected enterprise.  City staff needs to communicate with each other from home, office, or field operations.  Business applications also need to share data and event status seamlessly regardless of their location or platform.

· Enhance staff effectiveness and efficiency by providing technology tools to leverage service delivery.  Using tools that analyze and relate pertinent information across the organization results in a better understanding of community needs and result-oriented performance measures which in turn leads to the implementation of proactive, prescriptive services.  IT tools can also simplify tasks, ensure accuracy, and extend human capabilities.
· Shorten deployment and service cycle times.  Reducing the amount of time spent by a citizen to access and receive services is a factor in improving citizen satisfaction with government.  In addition, technology continues to advance at a rapid pace and the IT architecture must be able to accommodate change quickly to remain competitive.
Appendix B - TECHNOLOGY PRINCIPLES

In addition to the business strategies listed previously, the following technology principles guide all IT architecture decisions.

· Enterprise application integration streamlines business processes.  Integration of business applications between agencies and vendors supports electronic commerce, collaboration, and workflow automation.  An effective architecture allows the use of a mix of platforms, operating systems, transports, and applications resulting in a more effective and efficient enterprise.

· Technologies that support citywide operations should be implemented and managed centrally.  Shared central infrastructures reduce integration complexity and citywide costs through economies of scale.  Central infrastructures can be designed for citywide efficiency and be proactively monitored for growth requirements.  Reusing existing shared technologies eliminates duplication of development, testing, and maintenance effort.

· Data sharing should be maximized while data redundancy is reduced.  Data sharing reduces the overall resources required to enter and maintain data throughout the data cycle.  Consistent shared data definitions ensure data accuracy and integrity.

· Open system architecture supports flexibility.  Open, vendor-neutral technology standards provide flexibility and consistency that will allow the City to respond more quickly to changing business requirements.  Vendor-neutral systems protect the City against unexpected changes in vendor strategies and capabilities.

· High availability is critical in IT architecture development.  Systems should be designed to permit continued operations when a technology component fails during normal operations or in the event of a disaster.

· Effective technology standards reduce integration complexity.  Uncontrolled product deployment contributes to a level of complexity that taxes the capacity of distributed systems management, increases staff and training costs, and can create unnecessary barriers to data sharing and application integration.

· Demands for IT expand as technology increases worker productivity.  As City staff and citizens realize the benefits of IT expectations, innovation and user populations increase.  Adaptive infrastructures must be scalable and extensible to meet increased demands resulting from past successes.  

· A commitment must be made to make appropriate increases in IT support staffing.  A balance between staff support and technology implemented must be maintained to keep up with increased customer demand for services. 

· IT architectures apply to purchased as well as developed applications.  It is easier to integrate purchased applications into an adaptive architecture than to try to modify architecture designed around purchased applications.

· Business needs drive technology.  Business processes drive IT architectures, which in turn drive technical infrastructure, and not the other way around.  Business units must have an understanding of the IT architecture in order to redesign business processes to take advantage of the support and benefits technology can provide.

· Adaptive architectures are fundamental to the support of the City’s core business processes.  The business requirements of the City will continue to evolve, as will the advances in technology.  The planning for every information technology initiative must include a review of the intended and potential information sharing, support, maintenance and interoperability requirements and review those current and potential requirements against the candidate technologies.  Adaptive technologies allow lower cost and more rapid application implementation.

Appendix C:  Technology Risk/Benefit Categories
Throughout the process of developing this document, the technologies in each of the Domains were evaluated and eventually ranked with respect to the anticipated risk and benefit to the City if used in the implementation of business applications.  

Figure C-1 displays the format for the four Risk/Benefit Categories.  The following pages provide the details for each category.
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Appendix D – Opportunities to Extend the Use of Existing IT Systems and Resources

Review and Optimize Existing IT Resources   

Periods of reduced funding do not have to result in delaying progress in improving customer service using technology.  When major procurement-based projects are postponed, there may be opportunities for technical resources to be redirected to reassessing existing technical environments to determine means of increasing effectiveness, efficiency, and capability.  Examples include:

Applications

A review of existing business application systems for capabilities not presently being used can provide opportunities to leverage current assets.  Examples might include determining that the existing financial system can perform billing operations for other business operations or expanding the use of a departmental imaging system to supporting similar needs citywide.

Network and telecommunications

The City continues extending IT services to its remote facilities and sites.  Consolidating telecommunications requirements and reducing dependency on leased circuits could generate significant savings for the City.  For example, a remote site typically is configured with a commercial line to provide telephone service and another commercial line to provide data communications service.  Sizing the data communications service properly would permit isolating a portion of the available bandwidth to support the telephone requirements.  The result would be a reduction in overall costs being paid to commercial providers for equivalent levels of service.

Data
A review of the data contained in various departmental and Enterprise databases to determine the degree of duplication can identify potential areas for consolidation.  This review should not only reveal duplicate information, but multiple processes for entering that information, differing sources of identical information, and time differences between the same information being updated in different databases.  Once elements are identified, selecting a single database as the source for a particular data or information element and then pointing all other databases to that location to obtain the single current information will improve overall citywide data integrity, reduce the cost of entering and updating information, and most likely, reduce the volume of data stored in individual databases.

Management

a. Existing system hardware, database management systems, and business applications should be reviewed for means of improving static performance.  Most systems are installed following vendor instructions that are generic to the vendor’s entire customer base.  Review of our specific technical installations may result in opportunities to change system performance parameters and settings to achieve optimal performance in our exact environment.  The result may be reduced response time for on-line customers, increased reliability, reduced time necessary for system backups that could extend hours of system availability, etc.

b. Finally, more subtle reviews should be performed to ensure that the City is not wasting money supporting its business technical environment.  Annual vendor maintenance fees could be reduced through actions such as the following.

1. Database management system licensing reviews may determine that an application has more licenses than users.

2. System hardware maintenance contracts currently written to provide 24x7 rapid problem response for systems that are primarily used only during the 8-5 workday, Monday through Friday, can have optional coverage periods reduced.

3. Extended hour service contracts may be in place on development and test systems instead of normal maintenance only.  Limiting extended maintenance exclusively to actual production systems may produce cost savings.

c. Workers may have extra telephone lines to desktop computers for modems, the need for which was eliminated by the City’s implementation of high speed Internet access via the Enterprise network.
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